WebEdge 3.8.x SSL

WebEdge Web SSL v3

SSL
Web

SSL

CA Certificate Authority CA

1.1.CSR
CSR
Certificate Signing Request CA CSR

) /
keytool

keytool -genkey -dname "CN=[Common Name], OU=[Organizational Unit],
O=[Organization Name], L=[Locality],
S=[State or Province], C=[Country Code]"
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-alias [alias] -keyalg "[algorithm]" -keypass [key_pass]
-keystore [key_store] -storepass [store_pass]
-validity [Validity Period]
[Common Name]
WebEdge
IP DNS
[Organization Name]
[Organizational Unit]
[Locality]

[State or Province]

[Country Code]

[alias]

[algorithm]

[key_pass]

[key_store]

[store_pass]
[key_store] 6

[Validity Period]

-216 -



cd C:¥Program Files¥WebEdge
jre¥bin¥keytool.exe -genkey -dname "CN=www.opentech.co.jp, OU=0pen Technologies,
O=Marketing, L=Bunkyo-ku, S=Tokyo, C=JP"
-alias OpenTech -keyalg "RSA" -keypass webedge
-keystore config_mdn¥.newkeystore
-storepass webedge -validity 180

(2) CSR
keytool CA CSR

keytool -certreq -alias [alias] -file [alias.csr] -keystore [key_store]

[alias]

(1) alias
[alias.csr]

CSR .csr
[key_store]

(1) [key_store]

cd C:¥Program Files¥WebEdge
jre¥bin¥keytool.exe -certreq -alias OpenTech -file OpenTech.csr
-keystore config_mdn¥.newkeystore
1.2.CSR
CSR PEM CA
CA Web
CSR

---—-BEGIN CERTIFICATE REQUEST-----

----- END CERTIFICATE REQUEST----- CA
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CSR CA CA

file.cer
CA

Internet Explorer

1.1. CSR Q) /

keystore
1.3.
CA SSL
keytool CA CSR
keystore

keytool -import -trustcacerts -alias [alias] -file [file.cer] -keystore [key_store]

[alias]
CSR alias
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[file.cer]
[key_store]

CSR key_store

cd C:¥Program Files¥WebEdge
jre¥bin¥keytool.exe -import -trustcacerts -alias OpenTech -file file.cer

-keystore config_mdn¥.newkeystore

2. WebEdge SSL
WebEdge SSL mobility.cfg

ss|lEnable=true
-~ SSL

sslcertFile=/Program Files/WebEdge/config_mdn/.newkeystore
- keystore

keystorePasswd=webedge
- keystore

sslserverPort=443
o SSL

ssladminserverPort=8088

- SSL
SSL SSL
URL "http" "https"
https://host.domain/ - SSL
https://host.domain:8088/ - SSL
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3. SSL

SSL keytool
-genkey keystore WebEdge
mobility.cfg https
Web
OK
keytool -genkey -keypass  -storepass

mobility.cfg keystorePasswd
WebEdge

WebEdge /config_mdn/ WebEdge
.keystore
CA keystorePasswd

"webedge"
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